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THE WORKING PARTY ON THE PROTECTION OF INDIVIDUALSWITH REGARD TO THE
PROCESSING OF PERSONAL DATA

set up by Directive 95/46/EC of the European Parliament and of the Council of 24
October 19951,

having regard to Articles 29 and 30 paragraphs 1 (a) and 3 of that Directive,
having regard to its Rules of Procedure and in particular to articles 12 and 14 thereof,

HASADOPTED THE PRESENT OPINION:

Opinion 5/2004 on unsolicited communications for marketing pur poses
under Article 13 of Directive 2002/58/EC

1. INTRODUCTION

Directive 2002/58/EC on Privacy and Electronic Communications notably harmonised
the conditions under which electronic communications (e.g. e-mail, SMS, fax, telephone)
can be used for marketing purposes’. While the present document focuses on these
conditions, the Working Party notes that other provisions in the Directive may require
attention in the future.

Building on the existing opt-in rules in place in certain Member States, Article 13 of
Directive 2002/58/EC has introduced a harmonised regime for electronic
communications to natural persons for direct marketing purposes.

There is a general understanding that, despite this harmonisation, some concepts used in
Article 13 of Directive 2002/58/EC on unsolicited communications appear to be subject
to differences of interpretation.

In accordance with Article 15 (3) of Directive 2002/58/EC in conjunction with Article 30
of Directive 95/46/EC, the Working Party has examined these concepts more closely and
adopted the present opinion in order to contribute to a uniform application of national
measures under Directive 2002/58/EC. Note that communications for direct marketing
purposes have been addressed in previous documents of the Working Party?.

! The Directive has to be transposed by the 31% of October 2003.

See for instance Opinion 7/2000 On the European Commission Proposal for a Directive of the
European Parliament and of the Council concerning the processing of personal data and the protection
of privacy in the electronic communications sector of 12 July 2000; Recommendation 2/2001 on
certain minimum requirements for collecting personal data on-line in the European Union.
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2.  OVERVIEW OF ISSUESRAISED IN THE PRESENT OPINION

The opt-in rule requires that consent be given by subscribers prior to the use of
automated calling machines, faxes or electronic mails, including SMS, for the purpose of
direct marketing.

There is an exception for communications sent to existing customers, subject to certain
conditions (see below). For (fixed and mobile) voice telephony marketing calls, other
than via automated calling machines, Member States may choose between an opt-in and
an opt-out system®.

In addition, the sender on whose behalf the communication is made may not disguise or
concedl itsidentity. There must also be avalid address to which the recipient may send a
request that such communications cease.*

The Working Party had decided to provide an opinion on the following elements of this
new regime:

— the concept of electronic mail;

the concept of prior consent of subscribers;

the concept of direct marketing;

the exception to the opt-in rule;

the regime for communications to legal persons.

3. ISSUESRAISED
3.1. Theconcept of electronic mail

While the concepts of facsimile machines (fax) or automated calling systems without
human intervention (automated calling machines) were present in Directive 97/66/EC,
the predecessor of Directive 2002/58/EC, the concept of “electronic mail” is new and
deserves specific attention.

The definition of electronic mail is as follows (see Article 2 (h) of Directive
2002/58/EC): “any text, voice, sound or image message sent over a public

Paragraph 3 of Article 13:

“3. Member Sates shall take appropriate measures to ensure that, free of charge, unsolicited
communications for purposes of direct marketing, in cases other than those referred to in paragraphs
1 and 2, are not allowed either without the consent of the subscribers concerned or in respect of
subscribers who do not wish to receive these communications, the choice between these options to be
determined by national legislation.”

4 Paragraph 4 of Directive 2002/58/EC reads as follows:

“4. In any event, the practice of sending electronic mail for purposes of direct marketing disguising or
concealing the identity of the sender on whose behalf the communication is made, or without a valid
address to which the recipient may send a request that such communications cease, shall be
prohibited.”



communications network which can be stored in the network or in the recipient's
terminal equipment until it is collected by the recipient.

In short, any message by electronic communications where the simultaneous
participation of the sender and the recipient is not required is covered by this concept of
electronic mail.

This definition is broad and intended to be technology neutral. The objective was to
adapt the predecessor of Directive 2002/58/EC’ to “developments in the markets and the
technologies for electronic communications servicesin order to provide an equal level of
protection of personal data and privacy for users of publicly available electronic
communications services, regardless of the technologies used.” (Recital 4 of Directive
2002/58/EC)

As anillustration, services currently covered by the definition of electronic mail include:
Simple Mail Transport Protocol or ‘SMTP -based mail, i.e. the classic ‘e-mail’; Short
Message Service or ‘SMS'-based mail (Recital 40 of Directive 2002/58/EC indeed
clarifies that electronic mail also includes SMS); Multimedia Messaging Service or
‘MMS -based mail; messages left on answering machines®; voice mail service systems
including on mobile services; ‘net send’ communications addressed directly to an IP-
address. Newsletters sent by email also fall under the scope of this definition. Such alist
cannot be considered as exhaustive and might have to be revised in view of market and
technology devel opments.

3.2.  Prior consent

The opt-in rule is based on prior consent as indicated in Paragraph 1 of Article 13 of
Directive 2002/58/EC: “1. The use of automated calling systems without human
intervention (automatic calling machines), facsimile machines (fax) or electronic mail
for the purposes of direct marketing may only be allowed in respect of subscribers who
have given their prior consent.”

However, according to Article 2 (f) and Recital 17, “ consent of a user or subscriber,
regardless of whether the latter is a natural or a legal person, should have the same
meaning as the data subject's consent as defined and further specified in Directive
95/46/EC. (...)"

Directive 95/46/EC defines the data subject’s consent as “any freely given specific and
informed indication of his wishes by which the data subject signifies his agreement to
personal data related to him being processed.” (Article 2 (h) of Directive 95/46/EC)

Consent in this context is not specific to communications for direct marketing purposes.
Reference can be made to Recommendation 2/2001 of the Working Party on certain
minimum requirements for collecting personal data on-line in the European Union’.

>  Directive 97/66EC, O.J. L 24, 30 January 1998.

Note that some service providers offer the trandation of SMS into voice messages. If the message
results from a manually assisted call and is not further stored as an electronic message, Article 13 (3)

applies.

" Document WP 43, adopted on 17 May 2001. Reference could also be made to the first report on the
implementation of the Data Protection Directive (95/46/EC (COM(2003) 265 final, p. 18).
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There may be various ways by which consent may be provided in accordance with
Community law. The actual method to collect that consent has not been specifically
provided for in Directive 2002/58/EC.

Recital 17 re-affirms this: “(...) Consent may be given by any appropriate method
enabling a freely given specific and informed indication of the user's wishes, including
by ticking a box when visiting an Internet website.”

Without prejudice to other applicable requirements on e.g. information, methods
whereby a subscriber gives prior consent by registering on a website and is later asked
to confirm that he was the person who registered and to confirm his consent seem to be
compatible with the Directive. Other methods may also be compatible with legal
requirements.

In contrast, it would not be compatible with Article 13 of Directive 2002/58/EC simply
to ask, by a general email sent to recipients, their consent to receive marketing e-mails,
because of the requirement that the purpose be legitimate, explicit and specific.

Moreover, consent given on the occasion of the general acceptance of the terms and
conditions governing the possible main contract (e.g., a subscription contract, in which
consent is also sought to send communications for direct marketing purposes) must
respect the requirements in Directive 95/46/EC, that is, be informed, specific and freely
given. Provided that these latter conditions are met, consent might be given by the data
subject for instance, through the ticking of a box.

Implied consent to receive such mailsis not compatible with the definition of consent of
Directive 95/46/EC and in particular with the requirement of consent being the indication
of someone's wishes, including where this would be done “unless opposition is made’
(opt-out). Similarly, pre-ticked boxes, e.g., on websites are not compatible with the
definition of the Directive either.

The purpose(s) should also be clearly indicated. This implies that the goods and services,
or the categories of goods and services, for which marketing emails may be sent should
be clearly indicated to the subscriber. Consent to pass on the personal datato third parties
should also be asked where applicable. The information provided to the data subject
should then indicate the purpose(s), the goods and services (or categories of goods and
services) for which those third parties would send e-mails.

The Working Party would invite industry (e.g. via industry associations such as the
Federation of European Direct Marketing (FEDMA)) to incorporate into their codes of
conduct, and promote, specific methods to collect consent in accordance with
Community law. The Working Party would ask industry to pay attention in particular to
‘systems likely to offer better guarantees that consent has truly and effectively been
given by the subscriber.

Moreover, such codes should include an obligation to effectively deal with complaints
addressed to them by recipients of emails. In accordance with Article 30 of Directive
95/46/EC, the Working Party also recalls that it can give an opinion on codes of conduct
drawn up at European level.



Practical elements such as specific indications in headers could also be envisaged in
those codes of conduct, so that code-compliant e-mails can be identified easily by users
(and possible filters)®.

Lists of email addresses

Lists which have not been established according to the prior consent requirement may in
principle not be used anymore under the opt-in regime, at least until they have been
adapted to the new requirements. Selling such incompatible lists to third parties is not
legal either. Companies wishing to buy lists of e-mail addresses should be cautious that
those lists are in accordance with applicable requirements, and in particular that prior
consent was given in accordance with those requirements.

Other conditions

While there may be no specific method provided to give consent —to opt-in - to receiving
e-mails, conditions laid down in Community law have to be respected. The Working
Party wishes to recall that the conditions in the general 95/46/EC Directive for
processing persona data must be respected. These notably include, in accordance with
Article 10 of Directive 95/46/EC, the requirement to inform, at the moment of collection,
at least about:

- the identity of the controller or hig/her representative if any,
- the purposes of the collection of data.

There is also a requirement to provide information to individuals on the recipients or
categories of recipients of the data, whether replies to questions are obligatory or
voluntary, as well as the possible consequences of failure to reply, and about the
existence of the right of access to and the right to rectify the data in so far as such
information is necessary, having regard to the specific circumstances in which the data
are collected, to guarantee fair processing in respect of the data subject (see Article 10 of
Directive 95/46/EC).

Note also that Article 13 also provides for the obligation to offer an opt-out possibility on
each and every message sent. Such an opt-out should at least be possible using the same
communications service (e.g., by sending an SMS to opt-out of an SM S-based marketing
list)

Moreover, the Working Party also recals that e-mail harvesting, i.e., the automatic
collection of personal data on public Internet places, e.g. the web, chatrooms, etc, is
unlawful under the general 95/46/EC Directive. Notably, it constitutes unfair processing
of personal data and does respect neither the purpose limitation principle (finality) nor
the obligation of information mentioned above. This is also the case when automatic
collection is performed by software. These issues have been discussed in the Working
document entitled "Privacy on the Internet" - An integrated EU Approach to On-line
Data Protection”®.

8 Reference can be made in this regard to the requirement in the e-Commerce Directive that

‘commercial communications be clearly identifiable as such (see Article 6 () of Directive
2000/3V/EC)

®  Document No WP 37, adopted on 21 November 2000, in particular on p 77
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This is without prejudice to additional requirement stemming from any other legislation
related to the marketing or selling of (specific) products or services (e.g. financia
products and services, health products and services, distant selling).

3.3.  Theconcept of direct marketing

There is no definition of direct marketing in either the specific or general data protection
Directives. There is however a description of marketing purposes in Recital 30 of
Directive 95/46/EC, which states that: "(...) whereas Member States may similarly
specify the conditions under which personal data may be disclosed to a third party for
the purposes of marketing whether carried out commercially or by a charitable
organisation or by any other association or foundation, of a political nature for example,
subject to the provisions allowing a data subject to object to the processing of data
regarding him, at no cost and without having to state hisreasons’.

The Working Party’s opinion is that Article 13 of Directive 2002/58/EC consequently
covers any form of sales promotion, including direct marketing by charities and political
organisations (e.g. fund raising, etc.).

Note that a broad definition has been used in the Federation of European Direct
Marketing (FEDMA) code of practice for the use of personal data in direct marketing,
which has been approved by the Working Party on 13 June 2003,

3.4. Communication to legal persons

Paragraph 5 of Article 13 of Directive 2002/58/EC reads as follows:

“5. Paragraphs 1 and 3 shall apply to subscribers who are natural persons. Member
Sates shall also ensure, in the framework of Community law and applicable national
legislation, that the legitimate interests of subscribers other than natural persons with
regard to unsolicited communications are sufficiently protected.”

In other words, while Member States must also ensure that the legitimate interests of
legal persons are sufficiently protected, they remain free to determine the appropriate
safeguards to do so.

In 2002, a number of Member States - five out of eight - with an opt-in regime for e-
mails had chosen to apply the same regime to legal persons as well*:. While the
distinction between natural and legal persons seems relatively straightforward, it may not
always be easy to make in practice.

An easy situation would be where electronic contact details have been disclosed by a
potential addressee e.g. on a website or otherwise. It may then be fairly easy to ask for

10 See Working Party Opinion 3/2003 on the European Code of conduct of FEDMA for the use of
personal data in direct marketing, available at:
http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2003/wp77_en.pdf. The FEDMA
Codeisavailable at the following URL address:

http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2003/wp77-annex_en.pdf. This Code
defines direct marketing as ‘ The communication by whatever means (including but not limited to mail,
fax, telephone, on-line services etc...) of any advertising or marketing material, which is carried out
by the Direct Marketer itself or on its behalf and which is directed to particular individuals.’

11 8" Implementation Report of the European Commission, December 2002.
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the nature of the person e.g. by a ssmple question, or for the capacity in which the person
left those details.

Still, thisis an important element since it is for the sender to make sure that the rules are
respected. In particular in those Member States that would distinguish between
communications to legal and to natural persons, the Working Party is of the opinion that
practical rules should be developed.

While it may become necessary to devote further attention to this specific issue on the
basis of Member States' implementation of Article 13, the Working Party wishes to raise
the following issues at this point in time:

- Such practical rules should take account of cross-border effects. One question raised in

this regard is what rule to apply to e-mails originating in a Member State not affording
safeguards for legal persons received in a Member State offering the same level of
protection for legal and natural persons.

- One guestion remains how the sender can determine whether a recipient is a natural or

a legal person. In other words, what efforts will a sender be required to make to verify
whether the number /address really belongs to a legal person? Great caution would be
needed as long as the sender would not be sure that the e-mail address belongs to a legal
person (‘secretariat@company.com). Often, natural persons use e-mail addresses with
pseudonyms or generic terms without being deprived of the protection provided by the
Directive.

- Another issue is related to persons who are not directly subscribers to electronic
communications services. This can be the cas for the members of a single family or for
employees working for a given company. In cases where a family member or a company
would provide other family members or their employees with e-mail addresses
containing their name (e.g., hame.surname@company.com), those persons would in
principle not be  subscribers *2. Some EU Member States have decided to apply the opt-
in regime to such email addresses.

Member States are invited to pay attention to the fact that personal data are included in
such addresses and must be protected as such.

In the Working Party’s opinion, such protection implies that sending marketing
electronic mail, related or unrelated to business purposes, to a personal’ e-mail address

2" The concept of subscriber is defined in the Directive 2002/21/EC on a common regulatory framework

for electronic communications networks and services (Framework Directive). This is the notion to be
used except as otherwise provided, in accordance with Article 2 of Directive 2002/58/EC.

The concept of subscriber is defined in the Framework Directive as “any natural person or legal entity
who or which is party to a contract with the provider of publicly available electronic communications
services for the supply of such services’ (see Article 2 (k) of Directive 2002/21/EC).

Recital 12 of Directive 2002/58/EC clarifies this concept, by stating that:

“(12) Subscribers to a publicly available electronic communications service may be natural or legal
persons. By supplementing Directive 95/46/EC, this Directive is aimed at protecting the fundamental
rights of natural persons and particularly their right to privacy, as well as the legitimate interests of
legal persons. This Directive does not entail an obligation for Member States to extend the application
of Directive 95/46/EC to the protection of the legitimate interests of legal persons, which is ensured
within the framework of the applicable Community and national legislation.”
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should be considered as marketing to natural persons. In any case, the provisions of
Directive 95/46/EC have to be taken into account.

3.5. Theexception for similar products and services

Paragraph 2 of Article 13 provides for a harmonised exception to the opt-in rule which
applies for existing customers, subject to certain conditions.

“ 2. Notwithstanding paragraph 1, where a natural or legal person obtains from its
customers their electronic contact details for electronic mail, in the context of the sale of
a product or a service, in accordance with Directive 95/46/EC, the same natural or legal
person may use these electronic contact details for direct marketing of its own similar
products or services provided that customers clearly and distinctly are given the
opportunity to object, free of charge and in an easy manner, to such use of electronic
contact details when they are collected and on the occasion of each message in case the
customer has not initially refused such use.”

Recital 41 provides useful elements to help understand Article 13 (2):

(41) Within the context of an existing customer relationship, it is reasonable to allow the
use of electronic contact details for the offering of similar products or services, but only
by the same company that has obtained the electronic contact details in accordance with
Directive 95/46/EC. When electronic contact details are obtained, the customer should
be informed about their further use for direct marketing in a clear and distinct manner,
and be given the opportunity to refuse such usage. This opportunity should continue to be
offered with each subsequent direct marketing message, free of charge, except for any
costs for the transmission of thisrefusal.

While the description leaves some room for interpretation, the Working Party would
emphasise that this exception is limited in several ways and must be interpreted
restrictively

Firstly, this exception is limited to customers in accordance with the first sentence of
Article 13(2). In addition, emails may only be sent to customers from whom electronic
contact details for electronic mail have been obtained, in the context of the sale of a
product or a service, and in accordance with Directive 95/46/EC. This latter requirement
for instance includes information about the purposes of the collection (see above). The
purpose principle (compatible use, fair processing) should help in this regard. In that
context, attention should also be paid to the period of time during which consent might
reasonably be considered as valid, and hence emails can be sent.

Secondly, only the same natural or legal person that collected the data may send
marketing e-mails. For instance, subsidiaries or mother companies are not the same
company.

Thirdly, thisis limited to the marketing of similar products and services. The opinion of
the Working Party is that, while this concept of ‘similar products and services' is not an
easy concept to apply in practice and justify further attention, similarity could be judged
in particular from the objective perspective (reasonable expectations) of the recipient,
rather than from the perspective of the sender.

The Working Party recalls that there is an obligation, including under the exception, to
continue to offer an opt-out in each marketing message.



Done at Brussels, on 27 February 2004
For the Working Party

The Chairman

Stefano RODOTA
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